AT A GLANCE

Spictera Secure Workstation® is a virtual
desktop infrastructure (VDI) that delivers
a complete desktop or application that
can be accessed from any device using a
browser.

The infrastructure is a scale-out solution,
using modern container platforms; it
means that it can automatically provision
new hardware when needed to meet the
current workload. Automatic patching of
images makes sure that your
environment stays secured from Zero
Days exploit.

Data Loss is prevented by limiting and
controlling how much information is
allowed to be copied from the browser.

KEY BENEFITS

Spictera Unified Storage® can drastically
improve experiences and tasks that were
previously costly, time consuming, and
resource intensive. With Spictera Secure
Workstation® IT organization can:

- Onboard new applications or
devices without a need of
involving helpdesk
Secure your application data
using your own security policies
Minimize data loss, as only views
of data is shared
Apply security fixes faster
Make role out and rollback of new
applications faster and easier
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Spictera Secure Workstation
Simple Secure, Enterprise Compliant

Key Market Trend

The trend rapid trend to use new modern applications — such
as software-as-a-service (SaaS) applications— coupled with
the proliferation of new devices, operating systems,
applications and appliances has introduced new challenges.
The modern applications often sit outside of the traditional
corporate network, and they have to be supported and
compliant with regulatory and company requirements. The
growing proliferation of mobile apps also gives rise to
inconsistencies in security posture and requirements that must
be addressed to manage cost. To be productive whenever and
wherever, employees have gone around traditional rigid and
old policies. Organizations face the critical decision to either
ignore these trends at the peril of unintended security
breaches and data losses or embrace a new way of securing
its business and mission critical data, leveraging a new
management framework to protect its information.
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LEARN MORE

Find out more about Spictera Secure
Workstation® by visiting
https://spictera.se/learn-about-spictera-
secure-workspace/

FOR MORE INFORMATION OR TO
PURCHASE SPICTERA PRODUCTS
Email info@spictera.com , Call
+46729224785, visit
spictera.com/products, or search online
for an authorized reseller.

DATASHEET

What is Spictera Secure Workstatiojn?

Spictera Secure Workstation® is a virtual desktop
infrastructure (VDI) were the application or complete desktop
can be provisioned via a browser using HTML5 streaming
data. This makes it possible to access the desktop using any
device, from any place. The solution is built on modern
architecture were each type of image is a container running in
an automatic scale-out and provisioning system, each
containing the desktop or application. This simplifies the
maintainability and provisioning of new application versions.
Automatic patching of images makes sure that security fixes
are implemented as soon as there is a fix for it (Zero Days
Exploit). New platform enables flexibility to connect and
visualize desktop and applications from any device using the
browser. This opens the flexibility to connect different types of
devices based on configured policies with a centralized
management console that enables security, data loss
prevention, and access control. The information is stored on
persistent storage and can be linked to Spictera Unified
Storage® for efficiency.

This enables the portability and flexibility not to be bound to
just one type of device, and instead use any device.

Spictera Secure Workstation® is a Green IT Climate choice
and help reduce Carbon Oxide emissions, as the the system
can be used to reduce electricity consumptions having only
the images running when needed, plus that one can use any
device, such as a mobile device connected to keyboard,
mouse, headset and monitors etc; after all; why keep
something running when it is not in use?

Key capabilities

With consumer-simple access to the Spictera Secure
Workstation, web, mobile, Windows, Linux onboarding of new
application can be seamlessly be installed. Once
authentication through the Spictera Secure Workstation
applications and devices can instantly access their information
across platforms.

CAPABILITY DESCRIPTION

Deliver access to
information across platforms

The uniformed protocol
makes access to
applications and desktops
from any place configured,
whether it is inside a
corporate network, or
externally, using a
centralized access policy
and network security
restrictions.

Data Loss Prevention Central defined policies

makes it easy to prevent
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information losses by
controlling cut-and-paste,
screen sharing, and more.

Zero Days Exploit

Automatically patching of
images as soon as there is a
security fix available makes
sure that your environment
is kept safe.

Maintainability

New images can be rolled
out and rolled back in a
controlled manner using
container images.

Climate Smart

Inactive containers can be
powered down when no
longer used to save energy.
Physical devices are no
longer needed to keep
running.

Storing content on Spictera
Unified Storage® helps
reducing CO2 emissions as
well as electricity costs and
more.

Information losses

Any data stored on a
physical device may be at
risk (losing its data, or data
loss, leakage, and more).
Having data stored on
persistent storage prevents
from information losses.

Easy enrollment and
automations

All you need is a browser to
access the application.
Images are provisioned
centrally.

Flexibility to connect any
device

Connection to information
can go over a local area
network or wide area
network regardless of the
type of device.

Improved availability

Application and Desktops
are available using scale-out
infrastructure.

Security

Data is encrypted while in
transit using HTTPS, but can
also be protected at rest
using Spictera Unified
Storage®

File data access

Each user can be configured
to have its own private
personal persistent file
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storage.

Backup The persistent file storage
can be protected using
central backups, or
immediately and
automatically using Spictera
Unified Storage®

Rolled-based access control | Easy to connect to an
authentication system, such
as an Identity Provider (I1dP),
or AD for central
management of
authorization.

Optimization Spictera Secure Workstation
can be optimized and
configured to reduce
lateness to improve user
experiences that works over
long distances.

Flexibility The peripherals connected
to the physical devices are
emulated via the browser,
which makes it more flexible
and easy to connect new
devices, such as headsets,
keyboards, monitors, and
more.
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